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In Cryptography, the meaning of the message is
hidden, not its existence
— Kryptos = “hidden” in Greek

Historically, and also today, encryption involves

— transposition of letters

» Sparta’s scytale is first cryptographic device (51" Century BC)
— Message written on a leather strip, which is then unwound to
scramble the message s
9))).)))
— substitution
» Kama-Sutra suggests that women learn to encrypt their love
messages by substituting pre-paired letters (4t Century AD)
— Cipher — replace letters
— Code - replace words
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earliest known substitution cipher
by Julius Caesar

first attested use in military affairs
replaces each letter by 3rd letter on

example:
meet me after the toga party
PHHW PH DIWHU WKH WRJD SDUWB
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19734 S &M 22 NS HE&E 2025 S22

1LEHE 25 20252 52 £+F2 AFLS 2V 4 A0 &L

2. BE 25 20252 A2 oDt 2F5H0 25| 0laHE 4 A0 0F BT

3.HE 25 22|50 M3t MM 2 N2IF2 HILLH AZLHU0NE o &
4. BEFE 25 LD AETL HMEAXIL 2LF ALS JHSHH 0k BT

5. HE 2e2I52 SE0| CHoH0F &t

6. HE &S 2 NeI5S M HXZM MBIt 20ekot ) £6F, AFS 0| 2HEHGHOF SHCH.
7. 20eIEC Etgd 20l SAH0F ST

19744 8& 2X 82

Water Tuchmanit Carl MeyerJt lucifer cipherE &6t &S 2 102|S0| 212 £210]
OLEGI BEE 25 202|522 AEEI| Al

19774 18 152 HA S=2
DES= 59 0L ot = &
ANSIC =22 X EE N
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DES= 64HIE2| J|E HE6I(H 64HIEC| BE S 64HIEC S E2=2
gsst Al HEE =5

CH Xl (substitution) 2t X| & (permutation)0l 2t= 2902 J|2 & 2l 2S5}

o=
2. Eit(diffusion) : EE22 Fdote 2122 HIES2 F20 0le] e 2SS 2 HIESO
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Plaintext

) .

1

| . | | = R=L, fR, K)

% {K_ll
e 1 g [Ceeeemn ]
1 TN

5% ‘ Kis
[ RuztsorRoko | | =R |

1P
| Ciphertext |
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O IP(Initial Permutation)

g 2 IP Ip-1

1234567 8 58 50 42 34 26 18 10 2 40 8 48 16 56 24 64 32

9 101112 13 14 15 16 60 52 44 36 28 20 12 4 39 747 1555 23 63 31

17 18 19 20 21 22 23 24 6254 46 38 30 22 14 6 38 646 14 54 22 62 30

25 26 27 28 29 30 31 32 [ 6456 4840322416 8 = 37 5451353216129

M 3334353537383940 | 574941332519 9 1 4 36 4441252206028
41 42 43 44 45 46 47 48 59 5143352719 11 3 35 3431151 19 59 27

49 50 51 52 53 54 55 56 615345372921 13 5 34 2421050 18 58 26

63 5547 39 31 23 15 7 33 141 9 49175725

57 58 59 60 61 62 63 64

- 1P
58EIM HIE -> 12 HIS / 502 HIS -> 2817 HIS

- Ipt
19T HIE -> 589K HIE / 281K} HIE -> 50240} HIE
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O 7 Function

‘ R (32bit) ‘
48 bit K (48bit)
315‘ 325‘ Sae‘ S4E‘SSE ‘ SSE‘ S7E‘SSE S1 K‘ S2K‘ SSK‘ S4K‘ SSK‘ SSK‘S7K‘SSK

S S2i S3i S S5 S6i S7: S8
Sio S2o0 S3o S4o0 Sb5o S6o 870 S8o

Output (32bit)
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’(101111):Input ‘

1 1(2) =3rd ROW
0111 = 77" COLUMN

’(Olll):Output ‘

S1 box

ROW 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101

1110 1111

® |14 |4 |23 1|2 |15(11|8 |3 |10|6|12|5|9 |0 |7
1412 |13 1 |10 6 [12(11| 9 | 5

4 3
|14 |1 |24|8 23|62 1115|129 |7 |3 |10|/5 |0
“l115(12| 8 | 2 6 |13

10
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T-DES(Triple DES with two keys)

Ki Ko T
P—~ E D E C  C=Eki[Dk[EK1i[P]]]
Encryption
T 1
C— D E D R P = Dku[Ekz[Dk1[C]]]
Decryptipn

Multiple Encryption
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AES
- 1977 - DES ( )
~1996 - DES
 DC : 247
e LC: 2%
~1997 - NIST

—-2000 10 - Rijndael
-2001 8 -FIPS
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Rijndael

— JtH 20l Key Length : 16,24,32 bytes

— JtH 20l Block Size : 16,24,32 bytes

— CIXtele) 22 -

—2HN D= 3A0 otA

— Gt S S 0ll Al speed 2F compact

— SP-Network -2~

- 25 &AOt 22 E0HC CH X 2F X
gr=4o

- =5 code SE

— Operation over GF(28) extension field

o
o

12
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Cipher

‘ Nr-1 round final round
N N
Sy
R S‘?_‘ff;“b SBh){::FSQUb ByteSub
| ow I ow B .
ShiftRow
aintext MixColumn MixColumn AddRounKey Ciphertext
AddRounKey AddRounKey

4. 444 4

Key schedule

Cipher
Key

Initial Round Keyaddition
Nr-1 Rounds
final round
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Rijndael2| Key, Block 37|

dpo | 8.1 | 902 | 03| 04| F0s Block Size :
I 16 byte(128 bit)
- 24 byte(192 bit)
Ay |84 | g0 | Ap3 | 824|825 32 byte(256 blt)

d3g | @31 | 832 |d33| 834|815

13| 84

koo | Kot | Koz | Ko Key Size :
16 byte(128 bit)
24 byte(192 bit)
32 byte(256 bit)
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Rijndael 2| SubBytes — Round Step 1

S-box(substitution table)
- (non-linearity)
— 1-byte(State)
- GF(28)

Affine (over GF(2)) transformation

8p0 | B0 | Q0 | a | 04 | Fg s S-box | by | bys | by | b | 04 | Dos
B

a‘l.o a‘|.1 a‘I. a;‘j 1.4 a‘l‘f\ b1.0 b1.1 ‘D? ;'J‘ 1.4 b|.5

80 21| 822|823 | F24| 25 byo| baq | boa|[Paa| Doy |bos

B30 (831 | F32 | 833 T34 s Byg| Baq|bsa|bys|byyg|bys

200449 < ICURE SIS FDSMNSAUKR-RHEQIE WS

— Rijndael2 S-box

63| 7c| 77| 7b| f2 | 6b | 6f£| c5| 30| 01| 67| 2b| fe | d7 | ab | 76
ca| 82| c9|7d| fa|59 (47| f0| ad| d4 | a2 | af | 9c | a4 | 72| c0
b7 | £d| 93| 26| 36 | 3f | £f7| cc | 34| a5 | e5| £1| 71| 48| 31| 15
04| c7| 23| c3|1B| 96| 05| 9a| 07| 12| 80| e2| eb| 27| b2 | 75
09| 83| 2c| la|1lb| 6e| 5a| a0 | 52| 3b| dé6| b3 | 29| e3 | 2£ | 84
53| dl| 00| ed| 20| fc| b1l | 5b| 6a| cb| be| 39| 4a | 4c | 58| cf
d0| ef | aa| fb| 43 ( 4d | 33| 85| 45| £9 | 02 | 7£| 50| 3c | 9f | a8
51| a3 | 40| 8£| 92| 9d| 38| £5| bc | b6 | da | 21| 10| ££| £3 | d2
cd| O0c| 13| ec| 5f| 97| 44| 17| c4 | a7 | Te| 3d| 64| 54| 19| 73
60| 81| 4f ([ dc| 22| 2a| 90| 88| 46| ee | bB | 14 | de | 5e | 0Ob | db
el | 32| 3a|0a| 49| 06| 24| 5c|c2|d3| ac| 62| 91| 95| e4 | 79
e7| c8| 37| 6d| 8d| d5| 4e| a9 | 6c | 56| f4 | ea | 65| Ta | ae | 08
ba| 78| 25| 2e| 1lc| a6 | b4 | c6| eB | dd| 74| 1f| 4b| bd | 8b | Ba
70| 3e| b5 | 66| 48| 03 | £f6 | O0e | 61 | 35| 57 | b9 | 86 | cl1 | 1d | 9e
el | f8| 98| 11| 69| d9| 8e| 94| 9 | 1le | 87 | e9 | ce | 55| 28 | Adf
8c|al| 89| 0d| bf | e6| 42| 68| 41| 99| 2d| 0f | b0 | 54 | bb | 16

D |0 |0e |v]|lo|d]a|n]e|lw|w]|=]lo
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IDEA(International Data Encryption Algorithm)

¢ Xuejia Lai , James Massey at Swiss Federal Institute of
Technology
¢ DESvs. IDEA

- DES : 64bit data block, 56bit key size, 16 round
- IDEA : 64bit data block, 128bit key size, 8 round

+ Cryptographic Strength

- Block length : 64bit, long enough to deter statistical analysis.
- Key length : 128bit, long enough to prevent exhaustive key
searches
- Confusion : complicate the determination of how the statistics of
the ciphertext depend on the statistics of the plaintext
- Diffusion : each plaintext bit should influence every ciphertext bit,
and each key bit should influence every ciphertext bit.
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¢ Implementation

- IDEA : facilitate both S/W and H/W implementation
- S/W implementation

— Use 16bit subblocks

— Use simple operations

- H/W implementation
— Similarity of encryption and decryption
— Regular structure

15



¢ Encryption

- 8-round
(6 x 8 = 48 subkeys)
- output transformation
(4 subkeys)
- Key generation

(16-bit, 52 subkeys)
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QO Single Iteration of IDEA

X, | %, | ] [x]
z, ® H o z,
5 |
b O =]
| Wiy V‘I’12 V‘I’13 Wig

16
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¢ Conf.& Diff.=» MA(multiplication/Addition)

- three operations: two 16bit inputs,

two 16bit keys = two 16bit outputs
@ : XOR

B : Addition of integers mod(21®)

® : Multiplication mod(2%6 + 1)
0000000000000000
®© 1000000000000000
=1000000000000001
216 x 215 mod (216 + 1)

Effectiveness: complete diffusion

Figure 4.3  Multiphcation/ Addition {MA)
Structurc
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¢ Subkey generations : 16-bit, 52 subkeys

- 128bit key = 16-bit
52 subkeys generated
e T ot-T Ty - circular left shift of

AR POl SO I Al BERSE. T O 1 25-bit position:
- lyea iy releely el ey eei;— Z1= Z[l ... 16 ]

Li—rat—Lyy—rt-L— Ly — T3t r— et Lyt Ly — =Ty Z7 = Z[ 97 ....112 ]
et Tyt Lyt Lyt Lty L st -Liy— Ty Z13=27[90...105]

719=7[83... 98]
Z25=27[76 ... 91]
Z37=27[37...52]
Z43=2[30...45]

B e T T I s i ST ]

Figure 47 IDEA Subkeys.

17
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Security Solution

Client/Server Authentication (Kerberos)
Remote User Authentication Service (RADIUS)
Public-Key Infrastructure (PKI)

IP Layer Security (IPSec)

Web Access Security (SSL)

E-mail Confidentiality (PGP, S/IMIME)
Wireless LANSs Security (802.11b)

Cellular Phone Security (WPKI)

18
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Wireless Security Issues

Authentication
— EAP-MDS5, TTLS, PEAP(ID, PSWD, MAC), IEEE802.1x
— PPP CHAP(IMSI, ESN)
— RADIUS and DIAMETER interworking
— Reauthentication across network roaming
Security
— WEP, TKIP, AES : Encrytion protocol
— EAP authentication & Key Establishment
— Key Exchange protocol
Accounting
— RFC2866 accounting
— Flat rate, Usage based: packet, time
— Accounting at PDSN, AP
— IPDR brokering system
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HZRAIASS UERZA

HER Il &5HZ = 2|6t Defence Advanced
Research Project Agency(DARPA)2| Z 1t
TCP/IPE At =

HER/ A== 2tRHOU 2ot HZ2E.

NAH W 20U 85 = US> 2=

ot A
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PIH Yl Al A

— Remote log-in(telnet)

— file transfer (anonymous file transfer, ftp)
— E-mail

— WWW service
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Zel0IHE

TCP/IP

TCP/IP
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- WWW & 0o

2005-03-08

2005-03-08

o M3 ZHY Yot
- SENHO0IESIOl &3t
SO & = ot

« PEM

- PGP

e J|l=0l=
e HERIFAE 0128 E2HA

e MARE ZAMAUERD A HEs H2HA
e Secure HTTP (S-HTTP)

http://kowon.dongseo.ac.kr/~hjlee

http://kowon.dongseo.ac.kr/~hjlee
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- SZ HOIEO0| &5t
- SBIUSUAM QS HE 2ASS 48

SEASUA ALS 0l

IR UERAD
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Challenge (i)
Response (PW,_,)

25
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* Kerberos

(2 EIN &=

MITOIA JHEE HERT IS AIAE
SH ASUE elSot)] #oto 24
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SERVEROIAM TEt

-
L1
@ % %aw Het 5
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O HAteHEH2
p— HEHHM L} FA}
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MARE S0t @AM
- JIZ 4 (Confidentiality)
- £Z 4 (Integrity)

- H0IH2 =X @I Z(Data Origin Authentication)

— =Al

—

@1 2+ Xl (Nonrepudiation of origin)

=
= T
— =41 201 9EX] (Nonrepudiation of receipt)
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HXRE 2ot HHIA

Q HAX 7|2y
Q SAAfol| of g A A el S
QHAX F24

mELIEH

PEM ( Privacy Enhanced Mail )

PGP ( Pretty Good Privacy )

SIMIME(Secure/Multipurpose Internet Mail Extensions) , by RSA At
MOSS(MIME Object Security Service)
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Privacy Enhanced Mail (PEM)
- PEM OISt €1e|s

IEErEED

DES-ECB or DES-EDE
RSA, MD2

o JlZel JIBHMIKIE 0l 28t MAHE Al AE
o JI2Y, AR AS, HAIK 24, A X 0S4 M3
s HIREN HEES 2E)|sS NBot= AHY EFE

28
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Pretty Good Privacy (PGP)
- PGPI|ISH LeE

IDEA(DI Al XI), RSA(AI & 31)
RSA, MD5

ZIP

o [t 2HHMMOIAM AtE
(0]

 JIZEN S IIsE IHE.
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PGP

Phil Zimmerman

RSA, IDEA, MD5

RSA, IDEA
RSA, MD5
ZIP

64
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PGP LIXE MY HAHLIS

MD5 ,_ m -

[ Rsa | 2] zip |

1] mil RsAh@)) |

L[ zie RSA
' | Rsa(m) |t

PGP JI24d HAHLIS

U

IDEA ZIPt
| IDEAZIP(m)) || RSA(K)
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Www £ 0ot

Browser (Explorer, Netscape) Server (NCSA HTTP, httpd)
URL (Uniform Resource Locator)

HTML (HyperText Manipulation Language)
CGI (Common Gateway Interface) - e.g. form processing

| ‘ FTP Server | T
SN/ N result | /7 N
| ‘ WWW Browser “ ‘ WWW Server) I‘—’| HCGI Scripts’ |

query ~—

| [ Gopher server || [ [other server |

30



200449 < ICURE B FDSMNSAUKR-RHEQIE WS

WWW 20t -Atst

I

Client / Server A5 21&
I Ete| = WA X] | 242 22 A

7|2y

WWW EotITZ2EZ

A B ot 7|
SSL ( Secure Socket Layer )

PCT ( Privacy Communication Technology )

HA|X] Hot7|
S-HTTP
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WWW £ 0ot @ L Atet

-/ = —l = o
o WWWE| SAI0IA AFE X2 M EH0| Sdlot=s WES & = US
SHTTP oS 22 82 23538tst & SAKE LEtW= HEHE

- MNbBiet 220l EN et oIS
« HTTP EBM&0| YO{LID| MOl ACHE Ol THEH ©15
SSHHAXNCXE NHE 2015,
- HTTPEAMMO 224

o 20l E S| request2t A 12| responselt B EES HE T K ZUACH=E

212 stol

= BIAIXIOfl o+t S E M 2.




200449 < ICURE B FDSMNSAUKR-RHEQIE WS

EH
=

Www 2

=
0
un

= Jl=El
o AHEXS ID2t IHARAEE 010N 215
- UE/IZ F=AE 08 &2
o OIJIE HERIA FA0HN &2
- HASE ZAAUHERAD FAE HeEtst 82 HMA
e SIS HER =49 olItE ALS
— Secure HTTP (S-HTTP)
- SEEUAM HAKIS 2S3E M3
— Secure Socket Layer(SSL)
o SEEHSUTCP/IPHEZSS AMOINAN 2S3HE IHE

0l

J
=
o 2

1)
>
1
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SSL (secure socket layer) = OI2: c og|eul

Netscape Communications

Privacy, Data Integerity, Server [Client] Authentication,

RSA, Diffie-Hellman, Fortezza for Key Exchange

DES, 3DES, IDEA, RC2, RC4[stream cipher] for Data Encryption
MD5, SHA for Hash Function ( MAC )

HTTP, FTP,...

Algorithm Negotiation,

Key Exchange,

S < 7

SSL Handshake ’

T 7
SSL Record

Authentication

Data Encapsulation

for data protection

32
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SSL Handshake Protocol

’ Client_Hello { R, Ciphersuite } ‘

J Server_Hello { R’, Cipher, X.509 Certificate }

’ Client_Key_ Exchange ‘

Serveﬁi

Cment

’Session_Key_Generation ‘

’ Client_Finished, Server_Finished ‘

200445 ICUSE SREESUNSANR-SEEHNLHE
SSL Client Hello Phase

client SSL version
28-byte random number R

session 1D w

o q t
cipher_suites o
compression methods

Client_Hello

Server_Hello

SSL Server Hello Phase Seaefl‘

server SSL version

28-byte random number R’

session ID -> If a new session, server’s certificate
cipher_suite { key exchange algorithm }
compression method
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SSL Client Key Exchange

Key Exchange Algorithm’s Parameter in Certificate
RSA : public exponent k., modulus n
Diffie-Hellman : g, modulus p, g* mod p

From Pre Master Key To Mater-Key [ MD5, SHA, R, R’]

Master_Key = MD5 (Pre_Master_Key || SHA (‘A’ || Pre_Master_Key || R||R")) ||
MDS5 ( Pre_Master_Key || SHA (‘BB’|| Pre_Master_Key || R || R"))||
MD5 ( Pre_Master_Key || SHA (‘CCC’|| Pre_Master_Key || R|R"))

Client_Key_Exchange ‘

[Cciient T

| ‘ Pre_Master_Key = g° mod p | { 48-byte random } K, [server] | ‘
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SSL Session Key Generation
Keys for data encryption and data integrity

Key_Block = MD5 (Master_Key || SHA (‘A’ || Master_Key || R || R")) ||
MD5 ( Master_Key || SHA (‘BB’ || Master_Key || R || R")) ||
MD5 ( Master_Key || SHA (‘CCC’ || Master_Key [| R ||R")) ||

SSL Client-Server Finished
Key Exchange, Authentication
Negotiated Algorithm, Parameter
All Handshaked Messages
Sender’s value { client[0x434C4E54], server[0x53525652] }

34



200449 < ICURE B FDSMNSAUKR-RHEQIE WS

SSL Record Protocol

Fragmentation %
HTTP, FTP,.

Compression
Protection

| P I

| ‘ Application Data

| ‘SSL plaintext ‘ | | ‘SSL plaintext ‘ |

l 214 pytes or less ‘

| \‘SSL compressed H

Stream Cipher ( RC4 ) with MAC
Block Cipher ( RC2, DES ) with MAC

| ‘ SSL_ciphertext H
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Change cipher spec T2&EZ

- Change cipher spec HAIXI= O0l=2 dl2=01 CHol
cipherspecOfl 2J& 212& 318 0|8 £25& =
U= LFA=0 Lel)] Aol AZE L

- EEPOIO._“E‘— Il WEHAIXILE IS A &0l HIAIXIZE
&S0 BEY

- NHE ZC20|HEZREH 22 I WE HAIXE
HRROZ Heolat B0 2Y

Alert E 2 &2

-SSLAUIZE HS0A HE5l= dEl= Bt S ofLt
-2AE 70 e BIAIXI2 €HE dSEotk=0 012

(2= L LSS 27 MACRF ASH LR, EZ2ES AN S)




O SSL/TLS&t?
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SSL/TLS

» End-to—End MHIAMA 2IS0ILE &S3t Jl=, &

End MHIA XIS

» SSLES 0l=22 Netscape A0l 2| ot O
1, TLS v1i.02 IETFUH A JHESt E=

£ SSLv3.01t At

£ 0|80l EHAZE AHS /UM BE

ful
$Q

1=
H S
HN
1]

0O SSL/TLSS HIS

200449 < ICURE SIS FDSMNSAUKR-RHEQIE WS

SSL/TLS

HTTP

FTP SMTP

SSL or TLS

TCP
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SSL/TLS

O SSL/TLSS & &

SSL

Handshake | SSL Change| SSLAlert HTTP Telnet  |®®®
Protocol | Cipher Spec| Protocol

SSL Record Protocol

TCP
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SSL/TLS
U Handshake Protocol

Client Hello Phase 1
-~ Server Hello
Server Certificate
Server Key Exchange
- ) - Client Certificate Request(option) Phase 2
Time i Server Hello Done
ol Client Certificate Al
jul Client Key Exchange H Phase 3
= Certificate Verify
(Change Cipher
e
(Change Cipher Specs) Phase 4
Finished
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SSL/TLS

O Change Cipher Spec

oin
10
&
0
Uz

&S 2U2S0ILE alir e, =Y

=

\/

» | Byte(value: 1)2 #4

Q Alert Protocol

2=0ILt st T, MAC 25, SSLHP & 1Y, oIS
N 2% SOl CHst ALK XM el

\/

» 2 Byte(Level, Alert)2 4
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SSL/TLS

O Record Protocol =2

Application data ‘ ‘

Fragment l ‘

Compress
MAC A
Encrypt m

e =
record header
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SSL/TLS

JAC Calculation

T decompressed

Compressed
"\ MAC Verilication
Compressed E E Compressed\ﬂ
.fragment g g .fragment
Security P
Parameters Encryption \ 53 / decryption
: Ciphertext — Ciphertext
c .fragment — .fragment C
R e PR PR P vy wosrresysss SUUIRRI

A AL
0 =e==&1 Al Record Protocol &%t
S&R ST
‘Apphca“on‘. ‘ ............... Ap p“ca“on ............... ‘ ......
g Data 5 g Data 2
\%gmemaﬂon ReaSSW
Plaintext. Plaintext.
fragment fragment
éompression

talell= ks

2004H & ICURE BI2AE SN

DSAXY-LHEHIE WS
IPSEC

Q [PsecO|gt?
TES

ad MM, MES X Jls A
PPTP(Point—to—Point

Tunnelin
L2TP(L2 Tunneling Protocol) 2l

Protocol) 2}
> OIFyl

282X
I2E=Z2 HSBUHAMN sHot2

ProgramOlL}t Protocol2| 20t & 2
> |Pv42t IPvEOl &

Oc M=

4T /o

2 Application
A

39



200449 < ICURE B FDSMNSAUKR-RHEQIE WS

IPSEC

Q IPsec il &
HTTP FTP SMTP
TCP
IP/IPSec

200449 < ICURE SIS FDSMNSAUKR-RHEQIE WS

IPSEC

CIOIE] &eldl= Jl2el HAHUS

(Authentication Header)§ (Security Policy Database

SAD

IKE

(Internet Key
Exchange)

(Encapsulating
Security Protocol)

(Security Association
Database)
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IPSEC

ASAD2IE IS M3

Z ISAKMP/Oakley HEZ0i ot
_I

£5 SAE A4

ron

e
O
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1 Ol

g
U
il
S S
e
lil
to
_I_

O SA(Security Associatio
» SOt MHIAE HIZa6t)| {8t
(2Nels AEXRLL PE,

J
2 SSL/TLSS| Cipher Change Spect S At

n)

Ul_:l =0 g
| S)2=Z, HE&2

{-Rdolg s
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IPSEC

O AH(Authentication Heder)
» [P O &0 ot 240 15, A
2A BT S99 B0 MHIA &2

OF
0K

O ESP(Encapsulating Security Protection)
» [P CIOIEH &80 J124d =

o REd, U8, MES
A 29X S92 2ot MHIA M3

0K

—
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IPSEC

Part 1 User Authentication and Key Excahnge

Using IKE
Messages In (mostly) =
PlainText o
Phase 1
Agreed Params
N - TripleDES, SHA...
SA-1 Proposals/
Negotiations
DES, DS -

SA-1 Proposals/
Negotiations

SEED, SHA, Max
Authentication...

Messages Encrypted
with SA-1

SA-2
Agreed Params
SEED, SHA...
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IPSEC

0 7 15 23 31
Next Header | Length | Reserved
Security Parameter Index
Sequence Number

Authentication Data(variable number of 32-bit words)
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IPSEC

Q IPv4 Header

o 8 16 24 31|
Version ‘ Hlen ‘ Service Type Total Length
Identification Flags(3) ‘ Fragment Offset(13)
Time To Live ‘ Protocol Header Checksum

Source IP Address

Destination IP Address
IP Option(If any) Padding

Data( variable)
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IPSEC

Q IPv6 Header

o 8 16 24 31
Version ‘ Priority‘ Flow Label
Payload Length Next Header Hop Limit

10

N *

Source IP Address 7 ?:2

BER

40

Destination IP Address
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IPSEC

Q IP Extension Header

0  Hop-by-Hop Header

43  Routing Header

44 Fragment Header

51 Authentication Header

59 No Next Header

60 Destination Options Header
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IPSEC

pvg  OriginlP rop Data
header

IPV6 Origin IP Extention

header | header(option) TeP Data
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IPSEC

Q Transport modeWl A2l AH

pv4 | Origin IP AH | ToP Data
header
E_
Origin IP|  Extention heade
IPV6
header | header(option) AH t(opti TCP Data
~)
oy
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IPSEC

Q Tunnel modeWl A2l AH

New IP Crigin IP

header AH header TCP Data

New P Extention Origin IP Extention

header | header(option) AH header | header(option) TCP Data
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IPSEC

O ESP Header

o 7 15 23 31

Security Parameter Index

Sequence Number

Payload Data

Padding

Pad Length  Next

Header

Authentication Data(variable number of 32-bit words)
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IPSEC

Q Transport modeOil M2 ESP

| Authenticated ‘
B >
Encrypted
1Pv4 OriginIP|  ESP ESP ESP
header | header ee Cata trailer auth

Authenticated

A4

A

Encrypted

A4

A

L . (=
OriginIP|  Extention ESP ESP ESP
header | header(option) | header ?g?pci? o Ceta trailer | auth
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IPSEC

Q Tunnel modeOll A2 ESP

Authenticated

Encrypted

auth

ESP | ESP

trailer

a

Ot

cP

ESP | GiginIP

header | header

New IP
header

Authenticated

Encrypted

auth

trailer

Cata

cP

Extention
header (option)

ESP | Origin IP
header | header

Bxtention
header(option)

New IP
header
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VPN

O ot8s JatAE S

= S5t Jlsd VPN Jls2 28

» 2= EdE = Tunneling

» Lot s 2240 20 BH

» VPNE ?let EX 2 &ty EX £ 2R

A
o
=

40
ol

{-Rdolg s

I ot =Al0E &
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VPN
O &E CIH0IAE JtatAE &
- 2ILEILL 235 S0l IEe FX 243

> |P =AU} IP ProtocolWl J18tst Tunneling
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ol=
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> ESE 722 AR ofl A2 Hl 22t

HIER Lol £XIZ 0] 20 22l X 2210 E0

> MZ=2 Layer S = otJl 20 2= HotCctE

{-Rdolg s

49



200449 < ICURE B FDSMNSAUKR-RHEQIE WS

VPNS

= y
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» VPN2| St=EQ|ofzto]f| whE H| & S7t0t RN &5 2t

» FHIFEAY A HEH0| 7tssty| WZoll AX oA
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factor AFEAL Q1S5 7| =2 det
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VPNS

> ST EOE T M 2ol ol FoE

» S|AF A Y o Fof Ciet ol B2 L EA 34 WX E

» 0 Oel ME2steE 2H0lL 25 Jhs(Customize
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DM OIE Y 2ok
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Encrypted
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g
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Extensible Authentication
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SSL 1.0
Design complete

SSL 2.0
Products ships

PCT 1.0 published
SSL 3.0 published
HIESH.0
TLS WG formed published

1995 | 1996 | 1997 | 1998 | 1999 | 2000 |

| 1993 | 1994 |
NCSA Internet Explorer
Mosaic released WTL_S
released published
Netscape
Navigator

released » 2001. 8 , WAP 2.0
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TLS(Transport Layer Security)2| i 2
— TLSE= Netscapeiit Ol Al JH &8t SSL(Secure Socket Layer) 2
HZEot HEOICH - IETF RFC2246 — 1999
A—I H et 220l HE ALOI2] S &I HE Kl A

| 2 & (privacy)dt Gl 01 & ?’é‘éﬁ(mtegrlty); Nl = etCh.
HERID AHSS 253 LA01D] H20 HTTPE

OtLI2t NNTP, FTPSUHAME AtEE == UL
- &3 SHOIX

http://www.ietf.org/html.charters/tls-charter.html
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HTTP

TLS Record Protocol

TCP
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Application data ‘ ‘

Fragment

Compress
Add MAC

4« MAC

Encrypt

record header
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= o
- &l &N Yot I 2 & 32l Record protocol 0l A
o) (o] =

— Handshake protocol2 I H 4 H 2 X E
JHEIC
¢ Phase 1. Establish Security Capabilities
¢ Phase 2. Server Authentication and Key Exchange
¢ Phase 3. Client Authentication and Key Exchange
e Phase 4. Finish

60



200449 < ICURE B FDSMNSAUKR-RHEQIE WS

(1) Change Cipher Spec X2 &2
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(1)
WAP Forum
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3)
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HTML/XML, Application
JavaScript Environment (WAE) other services
‘ Session Layer (WSP) ‘ and applications
HTTP
‘ Transaction Layer (WTP) ‘
TLS-SSL || Security Layer (WTLS) |
‘ Transport Layer (WDP) ‘
TCP/IP
Bearers:
UDP/IP GsM | [1s-136 | | comA | [ pHs | | copp | | etc..

WML

WML-
Script

WTAI

Etc.

WSP/WTP
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1) Gateway 2t WAP EctS X ALOI G ECtHIE S
P o WTLSAIS
- PHEZ0 & dt=S= SSL(TLS) 0fl HIdH datagram
support, optimized handshake, dynamic key refresh X| &
2) SSLUFWTLS 2t Z2&Z AI0|2] &S HEt
- &0l M SSL-encrypted messageE P& UIE=R KM 2
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(3) Secondary mediaOfl Al decrypted contentsJt
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Wireless

Network

WAP BROWSER WEB SERVER

WTLS SSL
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Handshake
protocol

Change cipher
spec protocol

(
Alert protocol /.

Record protocol

, etc)
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ClientHello ServerHello

Certificate*

CertificateRequest™

Certificate*

ServerKeyExchange*

ClientKeyExchange
CertificateVerify*

Changecipherspec Changecipherspec

Finished Finished

Application data g Application data

[ % TLS X.509

, X9.68

, WTLS }
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(1) Abbreviated Handshake Protocol
- NM2Z2 HNI& 2 AIEGHR L0 0l X ME HEE

L
Olsoll ME=S THAIE £ B =<

(2) Optimized Handshake Protocol
- ABHLUCHE HELAN0 M

= <
CIESNE Soll S2U0|HEE ISotIA &
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— TLS Ol A Ol 2 XI= Ol Ol & fragmentation( &t 3t)
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WTLS Compressed ﬁg
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WTLS Compressed + MAC g

WTLS Ciphertext §
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